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Abstract

Project Objectives

o Investigate cyber security standards for Industrial Control Systems (ICS)

Industrial Control Systems (ICS) are now routinely connected with
enterprise networks and even wide area networks, opening their
components to a large array of cyber security threats. Facing threats
on such a large scale can now longer solely be done through ad-hoc
Incident response and post-mortem activities.

Defense in depth strategies are being widely adopted and advocated
through emerging control systems specific cyber security standards
[1]. With these strategies comes the need to accurately prioritise
risks and manage system assets, in order to implement measured,
tailored security restrictions and automatically assess damages to

provide efficient and precise incident response.

Eventually, an organization must be able to measure incidents trends
and evaluate business impact to feed constant security policy
reviews. CERN has implemented a control device cyber security test
bench called TROIE (Testbench for the Robustness Of Industrial
Equipment). TROIE builds on prior TOCSSIC [2] experience, but is
updated to support more vulnerability scanning techniques and
provide standards-compliant measurements. Such measurements can
be employed to automatically evaluate device vulnerabilities and
security policy compliance.
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|ICS Specific Standards «f

A large number of ICS specific cyber security standards

o0 Research Programmable Logic Controller (PLC) specific vulnerabilities
o Implement a vulnerability research environment, based on TOCSSIC [2]
0 Assess the robustness of SIEMENS PLC products

o0 Determine the key aspects of cyber security in the CERN environment.

Target Device(s) "
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Technologles

The TROIE testbench employs the following
open-source technologies :

CERN Network Splitter N
R

Openvas [9] is an open-source network
vulnerability scanner which originated as a
branch of the popular Nessus 2 vulnerability
scanner. It integrates a large range of  icwiyreser  comgueor  Tratio Anayeer
scanning tools and supports the NASL
vulnerability scripting language.

Wireshark [10] (previously known as
Ethereal) I1s a popular open-source network
sniffer which features built-in support for
numerous industrial protocols.

Figure 1 - TROIE Testbench Setup

Peach Fuzzer [11] is an open-source protocol fuzzer written in Python
which implements a wide array of data protocols and encoding schemes. It
Is used in conjunction with Wireshark to capture network packet sequences
and apply advanced mutating algorithms in order to unravel protocol
iImplementation vulnerabilities.

As part of the project, a list of commercial testbenches has also been
evaluated.

Wurldtech Achilles Satellite [13] is a commercial all-in-one vulnerability
scanning solution which combines advanced protocol fuzzing techniques
with PLC specific monitoring and offers a comprehensive alternative to
existing open-source solutions. Wurldtech Inc. also plays a major role in the
preparation of industrial cybersecurity standards, such as ISA-99.

First Achlevements,

TROIE produces testing results consistent with TOCSSIC findings, with the
addition of new vulnerabilities and support for new vulnerability scanning
technologies such as OVAL [14], thanks to Openvas.

TROIE leverages a larger range of monitoring techniques, such as

communication round-trip times or SNMP and Step/7 based monitoring,
thereby exposing a finer granularity of vulnerabilities (such a partial loss of
control or partial loss of visibility, which despite their seeming innocuity
may have a strong impact on critical control processes).

Our Wurldtech Achilles Satellite evaluation demonstrates the considerable
potential of protocol fuzzing in finding new low level vulnerabilities, even in
the most robust, modern and hardened equipments.
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exist but none of them has been identified to be complete
or stable enough to be used as a basis for consistent

security assessments and risk exposure measurements.

ISO/IEC 2700x

Aimed at securing traditional information systems, ISO/IEC 2700x standard documents were not designed
with any input from the ICS community. While relevant in many of its aspects to control systems (insofar
as they are partly built using off-the-shelf IT components), these documents do not specifically identify
critical assets of such a system, nor do they cater for its operational lifecycle [5].

NERC CIP

Mandated by the USA federal government and aimed at securing electrical grid operation from cyber
security related threats, NERC standards CIP 02 to CIP 09 act as a minimal legal set of requirements for
grid operators. The applicability and relevancy of this standard has been disputed [6] and it is currently
under review.

ISA-99

An international standard designed from the ground up for industrial control systems, which specifically
targets SCADAs, PLCs and Distributed Control Systems.

Despite its current draft status, ISA-99 remains at this stage the favourite route to follow, as it was
designed as a general purpose cyber security standard with a close attention to ICS specific issues
(Operational lifecycle, ICS specific risk analysis, defense-in-depth strategy).

Security Metrics !

Security policy enforcement is a continuous Improvement
process. A. Jaquith [3] demonstrates that a mature process must
be expressed by key performance indicators that are a factor of
time and money, and must support business specific trending.

As an example, an organization may tally up the number of
unwanted “spam” emails it receives each day. A more significant

measurement could be “the proportion of unwanted emails that
were not filtered out by our anti-spam implementation”, a
number which results in wasted time, and therefore resources,
for the organization's personnel.

Cybersecurity enforcement can be understood from countless
perspectives, equally as relevant. These perspectives must
eventually be aggregated into a single scoreboard, and be
universally understood by all members of the organisation, from
the shopfloor to management teams alike.

In that respect, security metrics are an important part of ISA-99
standard proceedings, yet few industrial cybersecurity products
are currently able to produce or leverage security metrics.

Perspectives &@

The Openlab PLC security project still has significant milestones to
achieve, the most important ones being to :

o Further improve the integration of monitoring and vulnerability
scanning techniques, in order to offer a feature complete test bench
to the widest audience.

o Deliver structured and standard security metrics compatible
vulnerability assessments, that are both familiar to PLC-based facility
stakeholders and relevant to PLC technical personnel.

o Adopt a cyber-security standard against which CERN assets can be
measured, thereby steering equipment vendor choices.
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