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 CERN openlab - HP Networking collaboration  

 Traffic orchestration 

 Software Define Networking approach 

• Based on OpenFlow 

 Started in February 2012 

 2 engineers, 3 years 
 

“We recognized the need to scale our perimeter 

firewall capacity to cope with the increase of internet 

traffic,” – Jean-Michel Jouanigot, communication 

systems group leader, IT Department, CERN. 
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Outline 

 OpenFlow 

 What it is 

 How it works 

 Networking: traditional vs. SDN 

 Applying OpenFlow 

 ViSION 

 SDN development platform 

 Use case 

 Testing procedures 

 Status and outlook 
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OpenFlow – reclaim your control! 
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OpenFlow – Flow Table Entries 
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1. Forward packet to zero or more ports 
2. Encapsulate and forward to controller 
3. Send to normal processing pipeline 
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Examples 

+ mask what fields to match  

+ wildcard bits in selected fields (e.g. IP addresses) 
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Network Device 

(switch / router) 



Specialized Packet 

Forwarding Hardware 

OpenFlow agent 

Traditional Networking ++ 

 Open equipment 
 Software decoupled from hardware 

 Standard interface (OpenFlow) 

 Anybody can innovate 
 … or at least try to innovate 

 

 Fully Distributed Protocols 
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• Anybody can innovate 

Software Defined Networking (SDN) 
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Extends scalability Improved resource utilization Standards-based using OpenFlow 

Traffic Classification Load Balancing 
Network Resource 

Scaling 

HP Virtual Application Networks 

SDN Controller 

ViSION  

Application 

HP OpenFlow 

switches 

Routers Security Appliance Servers 

Network 

S
D

N
 A

rc
h

it
e

c
tu

re
 

Application 

Layer 

Control 

Layer 

Infrastructure 

Layer 

http://www.google.com/imgres?imgurl=http://www.sxc.hu/pic/m/f/fo/foxumon/1156572_cd_rom.jpg&imgrefurl=http://www.sxc.hu/photo/1156572&usg=__4JK6xPOQ2xkigvSIz6r-nHZENv4=&h=225&w=300&sz=6&hl=en&start=27&zoom=1&itbs=1&tbnid=oxMVvexXpRL-6M:&tbnh=87&tbnw=116&prev=/search?q=cd+rom&start=20&hl=en&sa=N&biw=1259&bih=541&gbv=2&ndsp=20&tbm=isch&ei=eu4LTu2hCcucgQe1q6DLDQ


ViSION for  scaling  CERN’s firewall 
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Lab Testing Plans 

 Regression testing 
 Deterministic traffic injection 

 End to end quality metrics 

 Mirrored testing 
 Test OF setup with real traffic 

 Flow pattern analysis 
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ViSION Test-bed  block diagram 
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VISION TIMELINE AND OUTLOOK 

Feb 2012 Sep 2012 Feb 2013 

• Familiarized with SDN and HP kickoff visit 

• Identify areas where ViSION can bring value through SDN 

• Architectural design approved by HP 

• Static flow pusher prototype 

• Integration with HPN controller and UI framework 

• Developing core libraries 

• Proof of concept demo 


