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... :- SVN plugln
CERN :
epeniag”= Development of a PVSS SVN plugin

= Goals

* Provide a gui integrated version control system
* Improve the development environment and process
« Based on the previous existing CVS plugin

= Results
« A first version is ready to be delivered
« All information from SVN status available
o Suitable for ‘standard’ subversion use cycle
(add/commit/update/delete)
= Next Steps

« Also on the PVSS interface
— Project wide import/checkout
— Graphical conflict solving

Openlab Siemens Major Review January 2010 5



\

.I

CERN

openlab

Module  Panel  Edit

- WebPluginWin; #1)

Wiew Layout  Objects

Format

Windows

Tools

SysMam  Help

SVN plugin

IEEREEEE Y-

Sl @«

¢ smPulr amPF888 000

[FRNQOC OB A MLEEE @ X6 EHBsEF DB

P
o x

o e @ & = oo @ 2 et 1= P B

STD OBJECTS

STD_INPUTS
STD_LEDS

SetTime

estTabs" TestTab1.pnl

T T
JJ T | 4 | 5 ‘ 6 | 7 | 8 S L 14 |wow ﬂ‘ : “an_US.isoSESQl =]
Project Yiew (=4 |Property Editor B X ol Objects & X
Skandard | Extended I STD_ACTIVER |
Q ILast Madified | Update IStatus I Revision IUser IVa\ue > -
1*‘? sl
- webPlugin'win [-350,-270]
E:] I_y,g [402,235] 35kateSwitc
- cripts a0z h
; [Jexamples 2010.01.22 15:42:41  synchranized 187 dfrodrig a5 19
e
=- [Jgedi 2010.01.22 18:00:38  synchronized 157 dfrodrig Achve Laver 11111111 _I
i @’pm]ect\l’law ctl Z2010.01.22 180035 synchronized 191 dfrodrig K eep in Memoty TRUE 45takeswite
[ Jvision 2010.01.22 15:42:41  synchranized 137 dfrodrig -~LangChange ... FALSE h
Eftep.ctl 2010.01.22 15:9%:41  synchronized 187 dfrodrig Panel Backgr.. [ 3DFac_..|
@’Libraries Reference File
- -~ RUnkime Sele... FALSE ChartPiez¥a
2 Message Catalogs -5end Mouseclick FALSE Is
- Skart Inik-Scri... TRUE
@Colnr Databases -Skart Tnik-Scri... [all Objects =
ELaib oo TRl Circularanal
=N @ Panels -Start Zoompoint [-1,-1] g
- (_Jdetails 2010.01.22 15:49:12  synchronized 187 dfradrig -1 .
[(Jexamples Z2010.01.22 154913 synchronized 187 dfrodrig -1
= [Jgedi 2010.01.22 18:28:02  remote chy dfradrig Greulardnal
@ A Tested.prl 2010.01.22 16:23:27  local chaffges  7:Mobin SYN 0g_2
S
'@ blah.txt local 1:Missing dfrodrig /\
{3 blahz.bxt 2010.001.22 18:19:08  local chaliges  &:ndded 7 Carneranal
- (Jobjects Z010.01.22 154913 synchronized dfradrig og
=-Jpara 2010.01.22 18:12:14  synchronized 157 dfrodrig :'\’ ',"
= [(35vLeadTabs Z010.01.22 1&:26:06  synchronized 196 dfrodrig e
2010,01.22 18:26:06  local changes  CiCorfict 196 diradrig - Knabelect
Event Scripk or
dfradrig Tnitialize =]
= (3 TestTabs synchronized dfradrig Click=d ==l
: @ TestTab1.pnl 2010.01.22 17 local changes bdified 189 dfrodrig (Close : IEI LEDBar
DoubleClicked EI
@ TestTab2.orl 2010.01.22 15:49Mg_remote chan.. 187 dfradrig CragOrap =] —
& TestTab3.onl  2010.01.22 15:49:11  synchronized 187 dfrodrig ragEnter =] 210 =l
LangChanged IEI e
@ testRoot.pnl 2010.01.22 15:42:11  synchronized 187 dfrodrig RightMousePressed EI STD_INDICATO. .
[ gwvision 2010.01.22 15:4%:12  synchronized 187 dfradrig SeopeLi IEI
Tetrinate « |[=]|| | sTO_MFOS
Zoom . EI

Openlab Siemens Major Review January 2010



..\ .'-

.'

CERN

openlab

Message Catalogs

ﬁPictures

H @Co\or Databases
& ‘m Panels

(3 details

(7 examples
E-CIged

@ A Tested.pnl
- i blah bt
- g blabz.txt.prd

-~ [(Jobjects
E-Capara
- [(35vLeadTabs

‘m Swl.prl
@ Sv2.pnl

= [ TestTabs

@ testRook.pnl
- [ wision

@ TestTabz.pnl
@ TestTab3.prl

2010.01.22 15:49:12
2010.01.22 15:49:13
2010.01.22 16:26:02

synchranized
synchranized
remote chan. ..

2010.01.22 16:23:27  local changes

lncal changes
2010.01.22 16:1%:08  local changes
2010.01.22 154213 synchranized
2010.01.22 18:12:14  synchranized
2010.01.22 18:26:06  synchronized
2010.01.22 18:26:06  local changes
2010,01,22 18:12:30  synchronized
2010,01,22 17:05:45  synchronized

Renarme

2 o Delete
201c

Show bckup pansls
201c ki

201c ) Add New Panel
U5 Add New Folder

@ Open in QuickTest Module

| omes |
SWN status

4 SvN update
SWN diff

£ S¥N commit
SN add

SWN remove

187
187
187

PiMat in SR

1:Missing

Azhdded

CiCanflict

197
?

187
187
196
196
194
187

187

(TR

Meskie Pl £

dfrodrig
dfrodrig
dfrodrig

dfrodrig

H

dfradrig
dfradrig
dfradrig
dfrodrig
dfrodrig
dfrodrig

dfradrig

|.I3J\|JB Q‘Gis-?-
,.!SS\JJJJL&.‘_‘.R!:Jg_ra

-ﬁli!‘;f\i‘

[ruofomsaasDEd

[ZomaTme=3a|FD1]as|alslalolsns

g |

My AaDENE SO®RD R

Send Mouseclick FALSE Is
Start Init-3eri... TRUE
Start Init-Seri.,, [Al Obfects =
i ST Circularanal
)-Start Zoompoint [-1,-1] og
P -1
R (]
CircularAnal
Le
Event Script
Initialize
Clicked
Clase:
DoubleClicked
Drag0rop

11 [ =1

SVN plugin

R T |

B C: Workspace PYSSorujects WebFIUgniIN pancss, para Test Tabis TestTab_pol - Text Citor (dt_| - WebPhgliin #1) =

ivetect e
o Fe it :
T N (1= e e L B
o 1L | ki | 2E10-0177 1:51 40 4030E) (P, 72 S0 2070} 1 2 b
i Dharmped palls:
T ol
(e 0U0OLI2 154941 myrebrsriced 157
Jned syncheonized 187 Hoclfiexd Labed
[ petiactibam.cti sytehusnizad 1
(Lavson mcheonizes 187 FURT | i | 2000-01-32 1514135 0500 (P, 32 2o 2090 | 2 ke
[Erepen o100 wyrtroniond e
A fpssipresectsidradic WebPUgnin
[Eesas A ipssiproiects rodiaWebPLgNAIbN
itk et P ik
. [pvssiprotects drodiglWebPUGRWInLorly
A fpwesfpraptbrockigWebPgrivirorfigiinty
a.
richroriod A pssiprotectsdrodic WebPLgnWnforfi
b A fiwssipeciactsfdn wldien
finerind 1* a,‘.m..-wu.ruldwdn.wmu.hm. Hnd
et chan e & firsaiprcientiffrodigWebPugniin/lst s
g2 ' B et g WP
52127 Mt
U002 1ETIIT el charges  Plstin B s ey
e M 17 & sl We S
& fovssipresects wnfs
00132 8300 b chwges hiid 3 R e dredgintrangimibs
00122 15 amhroniosd 1 - i
100022 1 sybronzod 187 i ot
2010.00.22 1 sybronized 15 a &
F000.00,32 Wdhadd bcalchanges  Ciforfi 130 & My
2010.01.22 1 ymcheonizes 15 A o
010,012 1 pr—y 1w & ol
DUOLT IS b chaeges bl 189
FOI0:00.72 154911 vt ch... 1w &, -
H01,00.32 15481 gymehroniond wr A
I0I00LIZ 154911 synchronized a7 [ sk
20100 2 wr
A
&l
[ i
a i *
.l =

Openlab Siemens Major Review January 2010



\ » :
N\ 1/e Installation Tool

.'

CERN

openlab " PVSS version reporting tool

=  Goals

 Improve support request response time by reducing question/answer
Interactions between user and support team

e How

— Automate the process to gather and send relevant information to solve a
given support request

— What is relevant:
» Host/platform (OS, service pack, Free disk space)
» PVSS installation (Version, AddOns, config files)
» PVSS project (Subprojects, config files, components )
= Results
» Afirst release was made available
» Supports Windows and Linux
« Compressing and e-mail sending available
« States information on over parameterized components

= Next Steps
* Redundant system report
« Work on the stability and bug fixing
* Release a production version

Openlab Siemens Major Review January 2010 8
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openlab s ETM released a new WebPlugin

= Goals

* Testing the preview release on 3.9
» Evaluate if it is adequate to CERN environment

= Results
Install and Basic functionality Testing - Ok (80%)
Network Setup Testing - Ok (50%)
High Load Testing - OK (50%)
Plugin did well in testing

— minor configuration issues reported back to ETM
= Evaluation

 WebPlugin at CERN

— Considering the security constraints the intended use is
foreseen as not possible

— However, other uses are under evaluation
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= Current project/tasks status
=  RDB Archive Manager upgrading still on hold
= Tasks for the previous quarter focused on testing and improvements

=  Achievements

= Web Plugin
» Testing permitted to gather information concerning usefulness to CERN
* Some feedback to ETM

= Subversion Plugin
» The prototype was enhanced, debugged and documented.

= Installation Tool
» The PVSS Version Report Tool has been released

=  Documentation
* An active PVSS wiki is now updated regularly

= Next steps
=  RDB Archive Manager redesign
= Development Environment Tools
= Web Access Enhancement

Openlab Siemens Major Review January 2010 12
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S&Eﬂ s¢Technological Evolution:
=  Growing interconnectivity between fabric and management
= Introduction of IT functionalities into control devices
= lack of security standards and guidelines
= Effects:
» recovery from attacks could be expensive (time, cost, effort)

= Objectives
= Improve the Distributed Control System (DCS) security level
= Discover and Classify vulnerabilities

= Strategy
. Investigate cyber security standards
. Determine key cyber security aspects relevant to CERN
. Assess the robustness of Siemens PLCs products
! Establish a test bench
» To discover vulnerabilities
* To develop sophisticated attacks
. Defining metrics for security evaluation

Openlab Major Review Report January 2010
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= WP 3: Security evaluation

= SIEMENS S7-1200 ,S7-400 and S7-300 Product
hardening tests

= We identified four families of critical vulnerabilities

=  We fully documented vulnerabilities and possible
cyber-security improvements

= We developed the necessary software and

procedures to reproduce the attacks in SIEMENS
labs

* Analysis of the S7-1200 authentication system

= Siemens direct training on S7-1200 PLC and
technical iIssues resolution
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openlabg™s WP 4: Test-bench improvements

= Upgrade test bench architecture components
= “Development-oriented” network architecture
= More flexible and generic network architecture

support by the introduction of new hardware
components in the test-bench:

= Physical separation between CERN and test network
= Segmentation into VLANS
= Concurrent tests without interferences

= Dynamicity to add new components and create new
scenarios of testing

= Improving the PLC monitoring framework in order to detect
a finer granularity of vulnerabillities:

= Port mirroring for traffic analysis

Openlab Major Review Report January 2010 16
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Achievements Il

= WP 4: Test-bench improvements

= Adding a fuzzing framework to the test-bench
architecture

= [ntegration of the PEACH Fuzzer Framework into the
test-bench architecture

N R
g Sniff >mﬂm’:\\

Valid
Packet

Generation

ff’ A4
Attack Conf. Input rﬁi_ [
Fuzzer ' B i
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openta = WP 5: Achilles Satellite security tests and related benefits

= \Wurldtech Achilles Satellite Evaluation and Analysis

* Analysis of the implemented attack techniques and
their efficiency against Siemens PLCs

= Comparison with other general vulnerability
assessment tools

= Effectiveness against Siemens PLCs

= Extract the maximum knowledge and benefits
from Achilles analysis

Openlab Major Review Report January 2010
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= WP 1: Review existing standards
Expected End Date: October 2009

= WP 2: Test bench Implementation
Expected End Date: November 2009

= WP 3: Security Evaluation
Expected End Date: December 2009

= WP 4: Test bench Improvements

Expected End Date: January 2010
= WP 5: Future milestones Not Started

Expected End Date: (waiting for S7-1500)

= WP 5(added): Achilles Satellite security
tests and related benefits for the projects

Openlab Major Review Report January 2010 20
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S.Eﬂ! = \WP6 — Definition of a Security Concept

= \WP7 — Definition of a benchmark

= WP8 — Fuzzing support
= WP9 — Benchmark upgrades and extension
* WP10 — Testing and Reporting System

= WP11 — CERN Risk analysis
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. Review current status
Completion Date: June 2009

WP2: Market Survey _

Completion Date: May 2009

= \WWP3: SW Design: Use cases _

Completion Date: Nov 2009

= WP4: SW Design: Architecture  [IICompieiea

Completion Date: Nov 2009

= WP5: Feasibility Study | Compleed |

Completion Date: Nov 2009

= WPG6: SIA Engine Approach | Frnaing |

Completion date: Mar 2010
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» 3 deployment strategies developed

= Short-term, medium-term, long-term
e To support older and upcoming versions of Step7

= Methodology:
 |dentify key requirements and target Step7 version

* Develop a prototype, test and evaluate at CERN
— Interfacing with Siemens developers

 Document and presented results to Siemens team

= Major evaluation metrics:

* Diverse sets of deployment scenarios
* |nitial development cost required for Siemens

 Flexibility and ease of integration in to various
deployment tools
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Short Term Strategy
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= Various approaches evaluated
= MSI wrappers, SIA Engine, chained MSI’s

= 3 strategies identified spanning short,

medium and long term
» With clear set of goals and requirements

= Recommended:

= Medium term approach

» Fits very well with in Siemens existing product suite

» Sustaining existing developments efforts in this
direction

o Strategy report already delivered to Siemens
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= \What's next:

= Final evaluation of medium term strategy
» With real SIA Engine in coming weeks

= Starting up on “Openness” sub-project
* |dentifying new Siemens technical contact

» Brainstorming and identifying key requirements
— With Siemens and CERN PLC Section

* Defining new work packages

Thank you for listening
QUESTIONS!
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