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 PVSS
 Openlab staff: D. RODRIGUES
 Openlab fellow: I. MAGRANS
 CERN tech. sup.: M. GONZALES

 Security and control devices
 Openlab fellow: F. TILARO
 CERN tech. sup.: B. COPY

 PLC IDE evolution
 Openlab fellow: O. KHALID 
 CERN tech. sup.: M. DUTOUR
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 Development Environment
 SVN plugin

 Installation Tool
 PVSS Version Reporting Tool

 Web Access
 Web plugin

 Conclusion

PVSS
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 Development of a PVSS SVN plugin
 Goals

• Provide a gui integrated version control system
• Improve the development environment and process
• Based on the previous existing CVS plugin

 Results
• A first version is ready to be delivered
• All information from SVN status available
• Suitable for ‘standard’ subversion use cycle 

(add/commit/update/delete)
 Next Steps

• Also on the PVSS interface
– Project wide import/checkout
– Graphical conflict solving

SVN plugin
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SVN plugin
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SVN plugin
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 PVSS version reporting tool
 Goals

• Improve support request response time by reducing question/answer 
interactions between user and support team

• How
– Automate the process to gather and send relevant information to solve a 

given support request
– What is relevant:

» Host/platform  (OS, service pack, Free disk space)
» PVSS installation (Version, AddOns, config files) 
» PVSS project (Subprojects, config files, components )

 Results
• A first release was made available 
• Supports Windows and Linux
• Compressing and e-mail sending available
• States information on over parameterized components

 Next Steps
• Redundant system report
• Work on the stability and bug fixing
• Release a production version

Installation Tool 
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 ETM released a new WebPlugin
 Goals

• Testing the preview release on 3.9
• Evaluate if it is adequate to CERN environment

 Results
• Install and Basic functionality Testing - Ok (80%)
• Network Setup Testing - Ok (50%)
• High Load Testing - OK (50%)
• Plugin did well in testing

– minor configuration issues reported back to ETM

 Evaluation 
• WebPlugin at CERN

– Considering the security constraints the intended use is 
foreseen as not possible

– However, other uses are under evaluation

Web Plugin
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Web Plugin
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 Current project/tasks status
 RDB Archive Manager upgrading still on hold
 Tasks for the previous quarter focused on testing and improvements

 Achievements
 Web Plugin

• Testing permitted to gather information concerning usefulness to CERN
• Some feedback to ETM

 Subversion Plugin
• The prototype was enhanced, debugged and documented.

 Installation Tool 
• The PVSS Version Report Tool has been released

 Documentation
• An active PVSS wiki is now updated regularly

 Next steps
 RDB Archive Manager redesign
 Development Environment Tools 
 Web Access Enhancement

Conclusion
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PLCs Security
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Background
 Technological Evolution:

 Growing interconnectivity between fabric and management
 Introduction of IT functionalities into control devices
 lack of security standards and guidelines
 Effects:

• recovery from attacks could be expensive (time, cost, effort)
 Objectives

 Improve the Distributed Control System (DCS) security level
 Discover and Classify vulnerabilities

 Strategy
 Investigate cyber security standards
 Determine key cyber security aspects relevant to CERN
 Assess the robustness of Siemens PLCs products
 Establish a test bench

• To discover vulnerabilities 
• To develop sophisticated attacks

 Defining metrics for security evaluation
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Achievements I
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 WP 3: Security evaluation
 SIEMENS S7-1200 ,S7-400 and S7-300 Product 

hardening tests
 We identified four families of critical vulnerabilities  
 We fully documented vulnerabilities and possible 

cyber-security improvements
 We developed the necessary software and 

procedures to reproduce the attacks in SIEMENS 
labs

 Analysis of the S7-1200 authentication system
 Siemens direct training on S7-1200 PLC and 

technical issues resolution



Achievements II
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 WP 4: Test-bench improvements
 Upgrade test bench architecture components

 “Development-oriented” network architecture
 More flexible and generic network architecture 

support by the introduction of new hardware 
components in the test-bench:
 Physical separation between CERN and test network
 Segmentation into VLANs
 Concurrent tests without interferences
 Dynamicity to add new components and create new 

scenarios of testing
 Improving the PLC monitoring framework in order to detect 

a finer granularity of vulnerabilities:
 Port mirroring for traffic analysis 
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 WP 4: Test-bench improvements
 Adding a fuzzing framework to the test-bench 

architecture
 Integration of the PEACH Fuzzer Framework into the 

test-bench architecture 

Achievements III

Target

Fuzzer

Valid
Packet

Sniff Export

Generation

Conf. InputAttack



Achievements IV

 WP 5: Achilles Satellite security tests and related benefits
 Wurldtech Achilles Satellite Evaluation and Analysis

• Analysis of the implemented attack techniques and 
their efficiency against Siemens PLCs

 Comparison with other general vulnerability 
assessment tools

 Effectiveness against Siemens PLCs
 Extract the maximum knowledge and benefits 

from Achilles analysis

Openlab Major Review Report January 2010



Not Started

Overview

20

 WP 1: Review existing standards
Expected End Date: October 2009

 WP 2: Test bench Implementation
Expected End Date: November 2009

 WP 3: Security Evaluation
Expected End Date: December 2009

 WP 4: Test bench Improvements
Expected End Date: January 2010

 WP 5: Future milestones
Expected End Date: (waiting for S7-1500) 

 WP 5(added): Achilles Satellite security 
tests and related benefits for the projects

Completed

Completed

Completed

Completed

Completed
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 WP6 – Definition of a Security Concept

 WP7 – Definition of a benchmark

 WP8 – Fuzzing support

 WP9 – Benchmark upgrades and extension

 WP10 – Testing and Reporting System

 WP11 – CERN Risk analysis 

On going activities
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STEP7
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 Aim: To bring-in modern software 
engineering capabilities to Step7 product 
line. Divided in to 2 phases:
 Step7 “Automated Deployment”

• To automate the deploy Siemens software (Step7 
initially) on a group of machines

• Scalability: from small (10’s of machines) to large 
(100’s of machines)

• Easy and flexible to deploy, fast refresh rate

 Step7 “Openness”
• Bringing in new software engineering capabilities

• Yet to define – next phase of the project!

Background
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 WP1: Review current status
Completion Date: June 2009

 WP2: Market Survey
Completion Date: May 2009

 WP3: SW Design: Use cases
Completion Date: Nov 2009

 WP4: SW Design: Architecture
Completion Date: Nov 2009

 WP5: Feasibility Study
Completion Date: Nov 2009

 WP6: SIA Engine Approach
Completion date: Mar 2010

Overview

Openlab Major Review - Jan 2010
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Completed

Completed

Completed

Completed

Finalizing
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Achievements

 3 deployment strategies developed
 Short-term, medium-term, long-term

• To support older and upcoming versions of Step7

 Methodology:
• Identify key requirements and target Step7 version
• Develop a prototype, test and evaluate at CERN

– Interfacing with Siemens developers
• Document and presented results to Siemens team

 Major evaluation metrics:
• Diverse sets of deployment scenarios
• Initial development cost required for Siemens
• Flexibility and ease of integration in to various 

deployment tools
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Short Term Strategy

 Architecture
 No modification to Step 7 software
 All packaged in to one wrapper MSI

• Almost 1 GB in size

 Deployment agent sends to target machine
 Pros:

 Minimum change to Step 7 software
 Cons:

 Large file size to transfer over network
 Requires user input to continue installation
 Not flexible and sustainable over the long run
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Medium Term Strategy

 Architecture:
• Based on Siemens Installer Assistant (SIA) Engine
• Executes from a remote shared server
• Supports multiple installation configurations

– silent installation and update of the product 
components

 Pros:
• Flexible in design – multiple configurations
• Multirole – supports manual/automated installation
• Natural evolution of existing SIA software

– fit’s with in the larger context of other Siemens software

 Cons:
• Requires some design changes in SIA - ongoing
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 Architecture
• Using chaining capabilities of Windows installer 4.5
• Installation process managed by the MSI packages  

as compared to SIA Engine
• Multirole – supports both manual/automated 

installation

 Pros:
• Transparent and open design
• Customizable by users
• Nearly all deployment tools supported

 Cons:
• Significant amount of design and architectural 

changes required in Siemens software

Long Term Strategy
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Conclusion

 Various approaches evaluated
 MSI wrappers, SIA Engine, chained MSI’s

 3 strategies identified spanning short, 
medium and long term

• With clear set of goals and requirements

 Recommended:
 Medium term approach

• Fits very well with in Siemens existing product suite
• Sustaining existing developments efforts in this 

direction
• Strategy report already delivered to Siemens

Siemens is implementing it for v12 of Step7
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Conclusion II

 What’s next:
 Final evaluation of medium term strategy

• With real SIA Engine in coming weeks

 Starting up on “Openness” sub-project
• Identifying new Siemens technical contact
• Brainstorming and identifying key requirements

– With Siemens and CERN PLC Section
• Defining new work packages

Thank you for listening
QUESTIONS!
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